NEWS

Private investigator abuses
T-Mobile Austria’s network data
The Austrian Supreme Court recently
stopped the operation of a private
investigator who was using T-Mobile
Austria’s internal network data
(September 15). In every mobile phone
network, transmitting stations are
identified by a unique code, called
“Cell-ID”. Every mobile phone in
range receives and internally processes
the Cell-ID. The Cell-ID is generally
invisible for users of phones, but can be
revealed by using a secret code or
special software on the phone.
A private investigator modified his
mobile phone to display the Cell-ID and
hooked it up with a laptop computer and
a GPS-navigation system. Driving around
Austria he logged most Cell-IDs in
T-Mobile’s network and linked them with
the geographic coordinates received
through the GPS-system, finally
collecting this information in a
database. His intention was to offer all
kinds of “Location Based Services”,
ranging from surveillance of persons and
vehicles to logistic applications. Buying or
renting his system enabled his customers

to track the position of a mobile phone,
using a convenient web-interface.
T-Mobile Austria sued the private
investigator. The Austrian Supreme
Court stated that that the private
investigator’s system violates the
Austrian
Statute
on
Unfair
Competition and prohibited the further
operation and marketing of the system.
According to the Supreme Court, the
system abuses the internal data
(Cell-IDs) from T-Mobile Austria’s
phone
network.
The
private
investigator did not pay for the use of
this data but copied the information especially the link between the Cell-ID
and the location of the transmitting
station - into his own database. The
relevance of this decision for similar
computer-systems and their internal
data is obvious.
By Dr Rainer Knyrim and Christian
Podoschek
This story will be covered in more
detail in February’s edition of the
International newsletter.

Germany: Instant dismissal for
private use of the Internet at work
According to a judgment by the German
Federal Labor Court, an employer does
not have to ban private use of the
internet explicitly. An instant dismissal
might be still possible because an
employee neglects his duties as set down
in his contract of employment if he or
she uses the internet for private purposes
extensively during working hours.
The plaintiff had been working for
the defendant as a shift foreman in a
supervising function in a chemical plant
since 1985. When the plant manager
noticed a considerable increase in
internet costs, the corporate investigation
squad established that access to internet
site, partly sites with pornographic
contents, had taken place from the shift
foremens’ rooms during the period from
September to November 2002.
The defendant has charged the
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plaintiff with private use of the internet of
a total of 18 hours during this period,
including 5 hours for surfing
pornographic sites.The plaintiff has
admitted to accessing the internet – also
during his working hours – but claimed to
have used it for private purposes for 5 or
5.5 hours at the most. He protested to
have been ignorant of the ban issued by
the defendant to access sites with
pornographic
contents
and
of
related warnings.
The German Federal Labor Court
has revoked the decision of the
Employment Appeals Tribunals and
remanded the case to the Court of
Appeals. The Employment Appeals
Tribunal will have to find up to which
period of time the plaintiff did not
perform his duties by surfing the
internet for private purposes and thus

MEDICAL RECORDS MUST
NOT BE USED AS PROPS
On October 31, Ontario Information
and Privacy Commissioner, Dr. Ann
Cavoukian, issued her first Order under
the Personal Health Information
Protection Act 2004. It identified a major
problem caused by a failure of the Paper
Disposal Company to shred named
medical records, resulting in them being
used as props in a film made in Toronto
about the September 11 attacks on New
York. The investigation was initiated by
the Commissioner herself on October 1,
immediately after she heard about the
incident. The resulting Order includes a
requirement that parties involved in the
incident enter into written contractual
agreements for the secure disposal and
destruction of patient records. It also
covers the need to notify the
individuals whose records were misused.

NEW DATA PROTECTION ACT
FOR MALAYSIA
A Data Protection Act to protect
personal data from being sold to third
parties is scheduled to be tabled in
Parliament next year. “Under the Act, it
will be an offence for any information
technology company to distribute or
sell an individual’s personal data to a
third party without the permission of
the individual,” said the Malaysian
Deputy
Energy,
Water
and
Communications Minister Datuk
Shaziman Abu Mansor.
Source: New Straits Times
neglected his supervisory duties. It will
also have to find which costs the private
use of the internet has generated for the
employer and whether the employer
has incurred any damages to his image
by the accessing of the pornographic
sites. According to the scale of the
neglect of the duties which are to be
established, the Court will have to find
whether the employer would have had
to issue a reminder to the employee
prior to his dismissal. Given the long
duration of employment of the plaintiff
and the probably unclear ban of the
private use of the internet, it will also
have to find whether the dismissal is
disproportionate.
German Federal Labor Court, verdict
dated 7 July 2005 – 2 AZR 581/04–
By Dr Ulrich Wuermeling, Latham &
Watkins: ulrich.wuermeling@lw.com
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